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ML algorithms are now pervasive in society 
Widespread algorithms with many small interactions 


e.g., search engines, recommendation systems, in-camera face recognition


Specialized algorithms with fewer but higher-stakes interactions 

personalized medicine, automated stock trading, criminal justice 


At this level of impact, ML systems can have unintended social consequences

Low classification/prediction error is not enough
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Case Study: ML for Recidivism Prediction
Background on US Prison Population 

https://www.pewresearch.org/fact-tank/2019/04/30/shrinking-gap-between-number-of-blacks-and-whites-in-prison/
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COMPAS 
Software by Northpointe that predicts recidivism  

Used by judges in determining sentencing and bail  

Scores derived from 137 questions answered by defendants or pulled from criminal records:

“Was one of your parents ever sent to jail or prison?”

“How many of your friends/acquaintances are taking drugs illegally?”

“How often did you get in fights while at school?”

Agree or disagree? “A hungry person has a right to steal”

Agree or disagree? “If people make me angry or lose my temper, I can be dangerous.” 

Race is not one of the questions  

The exact method of determining the score is kept as a trade secret
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COMPAS 
ProPublica Analysis of COMPAS Algorithm (2016) 


African Americans are almost twice as likely as Caucasians to be incorrectly labeled as high risk 


Subsequent study (2018): COMPAS is no more accurate (65%) than predictions made by people with little/no 
criminal justice expertise (63% individually, 67% pooled) 


J. Dressel and H. Farid. (2018). "The accuracy, fairness, and limits of predicting recidivism." Science 
Advances 4(1). doi:10.1126/sciadv.aao5580 

https://www.propublica.org/article/machine-bias-risk-assessments-in-criminal-sentencing 

ML Predictions can have real consequences
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Obermeyer, Z., Powers, B., Vogeli, C., & Mullainathan, S. (2019). Dissecting racial bias in an algorithm used to manage the health of populations. Science, 366(6464), 
447–453. https://doi.org/10.1126/science.aax2342 
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Case Study: Drug Discovery

https://www.nature.com/articles/s42256-022-00465-9
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Regulated Domains in the USA
Credit (Equal Credit Opportunity Act)

Education (Civil Rights Act of 1964; 
Education Amendments of 1972)

Employment (Civil Rights Act of 1964)

Housing (Fair Housing Act)

Public Accommodation (Civil Rights Act 
of 1964) 


The regulations extend to marketing and 
advertising; they are not limited to final 
decisions 

This list ignores the complex web of laws 
that regulates the government 

Situation in EU is similar

See Lecture  2
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Technology rarely, if ever, “just works”
Who is(n’t) this technology built for?


Who is asking?

What are they seeking to optimize?

Why are they trying to optimize it? 


Data 

How was it collected?

Was this influenced by the algorithm?

By the person who asked the question? 

Does it really measure what it claims to? 


Evaluation

Do I believe the evaluation (e.g. precision/recall)

Are they checking for the right things?
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Sources of bias in machine learning

http://ceur-ws.org/Vol-2659/hellstrom.pdf
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Designing Machine Learning Solutions
Training Data 
(Expected) Performance 
Transparency and Explainability

Human-AI Interaction 
Privacy

Trust



Training 
Data
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Training Data
Machine learning requires careful preparation of lots of 
data


What data does my algorithm need to do its job? 


Do I have good data?

Error free


Do I have the right data?

Fair, representative, unbiased

Data set biases can be based on:


historical trends, data gathering methods, biased labelers, etc. 

Models trained on these data sets will perpetuate the 
bias(es)
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Image Credits: https://www.arthur.ai/
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Example: Bias in Image Classification 

Images from imSitu visual semantic role labeling (vSRL) dataset 

33% of cooking images are of men 

Prediction with a (biased) conditional random field only predicts men in 16% of cooking images
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Data annotation

https://apicciano.commons.gc.cuny.edu/2018/11/26/data-farms-
driving-chinas-artificial-intelligence-development/

ProfessionalMicrowork PlatformsOpportunistic
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Expected 
performance
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(Expected) Performance
Am I using the right model?


The more complex the machine learning model, the 
harder it can be to understand

Overfitting


Expectation Management

Under/Over-estimation of performance

https://blog.bigml.com/2018/05/01/prediction-explanation-
adding-transparency-to-machine-learning/

60-80% Accuracy is acceptable 90-99% Accuracy (or more)
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Fairness
A desirable property of algorithms to avoid bias 
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Why fairness is hard?
Suppose we are a bank trying to fairly decide who should get a loan


i.e., Who is most likely to pay us back? 

Suppose we have two groups: A and B (the sensitive attribute)


This is where discrimination could occur 

The simplest approach is to remove the sensitive attribute from the data, so that our classifier 
doesn’t know the sensitive attribute
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Legally Recognized “Protected classes”  (US)
Race (Civil Rights Act of 1964) 

Color (Civil Rights Act of 1964) 

Sex (Equal Pay Act of 1963; Civil Rights Act of 1964) 

Religion (Civil Rights Act of 1964) 

National origin (Civil Rights Act of 1964) 

Citizenship (Immigration Reform and Control Act) 

Age (Age Discrimination in Employment Act of 1967) 

Pregnancy (Pregnancy Discrimination Act) 

Familial status (Civil Rights Act of 1968) 

Disability status (Rehabilitation Act of 1973; Americans with Disabilities Act of 1990) 

Veteran status (Vietnam Era Veterans' Readjustment Assistance Act of 1974; Uniformed Services 
Employment and Reemployment Rights Act) 

Genetic information (Genetic Information Nondiscrimination Act) 
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Why fairness is hard?

Just deleting the sensitive attribute won’t work if it is correlated with others

e.g., it is easy to predict race given other info (home address, financials, etc.) 


We need more sophisticated approaches…
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30 types of fairness (and counting)
GOAL: mathematically certify that an algorithm does not 
suffer from disparate treatment or disparate impact
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Types of Fairness: Group Fairness
Key idea: “Treat different groups equally” 


Assess fairness based on demographic parity: require that the same 
percentage of groups A and B receive loans


What if 80% of A is likely to repay, but only 60% of B is? 


Could require equal false positive/negative rates

When we make an error, the direction of that error is equally likely for both groups


P(loan | no repay, A) = P(loan | no repay, B)

P(no loan | would repay, A) = P(no loan | would repay, B) 

Then demographic 
parity is too strong 
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Types of Fairness: Individual Fairness
Key idea: “Treat similar examples similarly”


Learn fair representations

Useful for classification, not for (unfair) discrimination

Related to domain adaptation

Generative modelling/adversarial approaches
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30 types of fairness (and counting)
GOAL: mathematically certify that an algorithm does not 
suffer from disparate treatment or disparate impact


It is impossible to write down agreed-upon legal rules and 
definitions using formal mathematics


Even if a well-defined definition of fairness gets 
implemented in a machine-learning-based system


what the people impacted by that system 

understand about the system itself and 

think about the rules under which it is operating


laypeople largely do not understand the accepted definitions 
of fairness in machine learning

those who do understand those definitions do not like them

those who do not understand them could be further 
marginalized

https://www.arthur.ai/blog/fairness-in-mlhttps://fairware.cs.umass.edu/papers/Verma.pdf
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Algorithmic Fairness 
How can we ensure that algorithms act in ways that are fair and ethical?


This definition is vague and somewhat circular

Describes a broad set of problems, not a specific technical approach 


Related to ideas of: 

Accountability: who is responsible for automated behavior? How do we supervise/audit 
machines that have large impact? 

Transparency/Explainability: why does an algorithm behave in a certain way? Can we 
understand its decisions? Can it explain itself? 

AI safety: how can AI avoid unintended negative consequences?

Aligned AI: How can AI make decisions that align with societal values?



Human-AI 
Interaction
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Guidelines for Human-AI interaction design

INITIALLY

• 01 Make clear what the system can do

• 02 Make clear how well the system can do 

what it can do


DURING INTERACTION

• 03 Time services based on context

• 04 Show contextually relevant information

• 05 Match relevant social norms

• 06 Mitigate social biases

https://www.microsoft.com/en-us/research/blog/guidelines-for-human-ai-interaction-design/

WHEN WRONG

• 07 Support efficient invocation

• 08 Support efficient dismissal

• 09 Support efficient correction

• 10 Scope services when in doubt

• 11 Make clear why the system did what it 

did

OVER TIME

• 12 Remember recent interactions.

• 13 Learn from user behavior

• 14 Update and adapt cautiously

• 15 Encourage granular feedback

• 16 Convey the consequences of user 

actions

• 17 Provide global controls

• 18 Notify users about changes



Design 
guidelines
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Picking the right approach

Source: Thomas Malone | MIT Sloan. See: https://bit.ly/3gvRho2, Figure 2.
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Responsible AI Practices
Use a human-centered design approach


Identify multiple metrics to assess training and monitoring


When possible, directly examine your raw data


Understand the limitations of your dataset and model


Test, test, test


Continue to monitor and update the system after deployment

https://ai.google/education/responsible-ai-practices
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http://www.datasciencepublicpolicy.org/wp-content/uploads/2021/04/Fairness-Full-Tree-1200x908.png



37



38

THE MACHINE LEARNING CANVAS Designed for: Designed by: Date: Iteration: .

PREDICTION TASK

Type of task? Entity on which
predictions are made? Possible
outcomes? Wait time before
observation?

DECISIONS

How are predictions turned
into proposed value for the end-user?
Mention parameters of the process /
application that does that.

VALUE PROPOSITION

Who is the end-user? What
are their objectives? How
will they benefit from the ML system?
Mention workflow/interfaces.

DATA COLLECTION

Strategy for initial train set &
continuous update. Mention collection
rate, holdout on production entities,
cost/constraints to observe outcomes.

DATA SOURCES

Where can we get (raw)
information on entities and observed
outcomes? Mention database tables,
API methods, websites to scrape, etc.

IMPACT SIMULATION

Can models be deployed?
Which test data to assess performance?
Cost/gain values for (in)correct
decisions? Fairness constraint?

MAKING PREDICTIONS

When do we make real-time /
batch pred.? Time available for this +
featurization + post-processing?
Compute target?

BUILDING MODELS

How many prod models are
needed? When would we update?
Time available for this (including
featurization and analysis)?

FEATURES

Input representations
available at prediction time,
extracted from raw data sources.

MONITORING

Metrics to quantify value creation and
measure the ML system’s impact in
production (on end-users and
business)?

Version 1.1. Created by Louis Dorard, Ph.D. Licensed under a Creative Commons Attribution-ShareAlike 4.0 International License.
Please keep this mention and the link to ownml.co when sharing. OWNML.CO



ML is not 
only digital
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Amazon Inc. Infrastructure

Internet infrastructure

Domestic infrastructure

Network engineers 
Network technicians

Setup
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Management Devices 

Tools
Cables
Buildings
Ships

Mostly immaterial Labour

Voice command

AVS: Intent 
Text to Action

Skils
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Right to repair
Open schematics
Diagnostic tools
Planned obsolescence
Proprietary software
Privacy
Digital Security

Input Output

Neural Network

Knowledge and Experience

Reception of results

Internet Platforms & Services
Servers and Infrastructure

Time 
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Experience

(eg. Bing, Wikipedia, Weather.com ..)
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(1) Polyethylene, 
(2) Mylar tape, 
(3) Stranded steel wires, 
(4) Aluminium water barrier, 
(5) Polycarbonate, 
(6) Copper or aluminium 
tube, 
(7) Petroleum jelly
(8) Optical fibres

900.000 Km

Aprox.

300
Submarine 

communication cables 

Aprox.

Total lenght

Optical fiber
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9 11(9) Polymer of Metal 
Coating
(10) Pure Fused Silica 
Cladding
(11) Germanium Doped 
Silica Core

Coatings :
Acrylate
Polyimide
Aluminum
Gold

Internet Service Provider (ISP) Submarine Cable Infrastructure

NVIDIA GRID K520 GPU

80
GPUs

640
vCPUs

8 x Intel Xeon E5-2670

x80
g2.2xlarge 

Each of 80 nodes communicate updates to the model to all other nodes every second

12

3
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6

(1) Texas Instruments DM3725 Digital Media Processor
(2) Micron MT46H64M32LFBQ 256 MB (16 Meg x 32 x 4 Banks) LPDDR SDRAM
(3) Samsung KLM4G1FEPD 4GB High Performance eMMC NAND Flash Memory

(4) Qualcomm Atheros QCA6234 Integrated Dual-Band 2x2 802.11n + Bluetooth 4.0 SiP
(5) Texas Instruments TPS65910A1 Integrated Power Management IC

(6) Texas Instruments DAC

(1) National Semiconductor LP55231 Programmable 9-Output LED Driver (x4)
(2) Texas Instruments TLV320ADC3101 92dB SNR Low-Power Stereo ADC (x4)
(3) Texas Instruments SN74LVC74A Dual Positive-Edge-Triggered D-Type Flip-Flops

3
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1 1

2 2
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Amazon Echo Dot

Unpaid immaterial labour
Object of analysis and targeting
Unpaid trainer of AIs
Free care and maintainance
Creating new content for training datasets

Visible Infrastructure

Invisible Infrastructure

Internet  Exchange Points (IXP)

Internet  Router Internet Swich  

wordword

+20000
Hours of tagged content 

Alexa Voice Service

Public

Skils
3rd Party

AVS: Text to Speech

AVS: Speech to Text

AWS

Amazon Data Center

Alexa Voice Service performs speech to text and text to speech, 
Natural language processing ( NLP ) and other functions. 

Collection if self-service APIs, tools, 
documentation and code used for 
making of 3rd party Alexa Skills

AVS

Alexa Skill Kit

ASK

Households

Street Collectors

E Waste Traders

Companies

Formal Collection

Public Bodies

Auctions

Formal Recycling Enterprises

E Waste Traders

Collecting

Recovering

2nd Hand Resellers

Informal sector Formal sector

Disposing

Plastic 
Recycling

Smelters 
and Refiners

Landfill or
Incineration

Dismantlers
Remanufacturers

Components traders
Device separators

Manual recycling shops
Leaching facilities

Sec. material traders

Assembly
 line workers

Components

Product

Product

Distributor

Optical submarine cable repeater

element

00.000

Waste

Waste

Waste

Accidents

Cave-ins
Flood
Gas explosions
Chemical leakage
Electrocution
Fires

Low-level radiation
Airborne metal and silica particles
Contact with corrosive chemicals
Dangerous gases, vapors, fumes and dusts
Heavy lifting, high-force pushing or pulling, 
Repetitive motion during use of hand tools
Contact with molten metal
Hot working conditions
Slips, trips and falls
Moving parts on machinery and equipment 
that can cut, crush, impale, or strike 
individuals
Noise and vibration due to machinery and 
equipment

Working Erosion
Formation of sinkholes
Loss of biodiversity
Devastation of surrounding vegetation
Contamination of soil
Acid rock drainage 
Contamination of ground and surface water 
High concentrations of arsenic, sulfuric acid, and mercury
Affecting health of the local population
Noise dust and visual pollution
Deforestation

Environmental 
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Profit
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Surveillance
Data Retention
Security
Network Neutrality
Energy Consumption
Internet Governance
Sharks

AI ‘black box’
Bias in language models
Unverified and unaudited

AI Black Box
Bias

Energy Consumption

User voice recordings

Content Platforms & Services

Training datasets

Quantification of nature
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0
E-Waste and Landfil Worker (India)
Underground Miner (Congo)

FB Content moderation for TaskUs (Philippines)
Call center agents (Philippines)

Unpaid User Labour (Int)

Software developer at Fortech (Romania)

Senior Software Engineer at SoftServe (Ukraine)

Software Engineer at InfoSys (India)

Cargo vessel Cadet (Int)

Cargo vessel Messman (Int)

Repair Services (China)

Mining Industry Avr. (China)
Manufacturing Industry Avr. (China)

Software and IT Industry Avr. (China)

Amazon Warehouse Worker (US)

Foxconn Assembly line Worker (China)

Underground Miner (China)

Assembly Line Worker (US)

Intel Service Technician (US)

Component Manufacturer (US)
Garbage collector (US)

Cargo vessel 3rd Engineer (Int)

Amazon Data Center Technician (US)

Intel Manufacturing Technician (US)
AT&T Network Technician (US)

AT&T Cable Technician (US)

Amazon Delivery Driver (US)

Component Design Engineer at Intel (US)

Cargo vessel 2nd Engineer (Int)

Cargo vessel Ch. Officer (Int)

Mining and Geological Engineers (US)

Landfill workers (US)

Intel Manufacturing Supervisor (US)

Underground Miner (US)

Underground miner (Canada)

Intel Cloud Engineer (US)

Sales Managers (US)

Senior Data Scientist (US)

Semiconductor Processors (US)

Machine Learning Engineer (US)

Geoscientists (US)

Chief Executives (US)

Management Occupations (US)

Driver/Sales Workers and Truck Drivers (US)
Tank Car, Truck, and Ship Loaders (US)

Hazardous Materials Removal Workers (US)

Mining Machine Operators (US)

Radio and Telecommunications Equipment Installers and Repairers (US)
Explosives Workers, Ordnance Handling Experts, and Blasters (US)

Rail Transportation Workers (US)

Web Developers (US)

Network and Computer Systems Administrators (US)

Database Administrators (US)

Computer Systems Analysts (US)

Air Transportation Workers (US)

Information Security Analysts (US)

Data Scientist (US) 

Computer Hardware Engineers (US)

Software Developers, Applications (US)
Computer Network Architects (US)

Software Developers, Systems Software (US)

Transportation, Storage, and Distribution Managers (US)

Aproximate average
salary per month in USDUS Dollars

Income distribution

Anatomy of an AI system

AI Training
Closed

Earth

Hard labour
Forced labour
Child labour
Low paid labour
Conflict minerals
Environmental and working hazards

Hazards!

Health risks

Dust
Radon
Welding fumes
Mercury
Noise
Heavy loads

Working 

Large proportion of the harmful waste products
toxic waste disposal

Environmental 

After refining one ton of rare earth elements, 
approximately 75 cubic meters of acidic waste 
water and about one ton of radioactive waste 
residue are produced. 

Refining rare earth elements

!

Use of toxic materials such as arsine, phos-
phine and others potentially expose workers 
to health hazards which include cancer, 
miscarriages and birth defects.

Irritation of skin and respiratory organs

Neurotoxins

Low-frequency electronic magnetic and 
radiofrequency radiation

Ergonomic hazards : body positions, repetitive 
work, shift work, and job stress

Working 

Use of hazardous chemicals including 
hydrochloric acid, toxic metals and gases, 
and volatile solvents.

Groundwater pollution
Air pollution 
Toxic waste

Environmental 

Acidic and Radioactive waste
Health and environmental hazards

Toxic waste
Health hazards

Low paid labour
Illegal working hours, 
Unfair compensation for unscheduled overtime
Health and Safety issues
Internship system exploitation
Migrant workers rights
Working conditions
Crowded dorms for workers
Workers health care programs Air and water pollution

Toxic waste
Health hazards

Hazardous working conditions
Explosions
Hazardous chemical exposure 
Exposure to dust and toxic substances 
Inconsistent health and safety policies, procedures and practices
Major depression and the risk of attempted suicide
Ergonomic hazards : body positions, repetitive work, shift work, and job stress

Working 

Air pollution (conventional pollutants and greenhouse gases)
Acoustic pollution
Devastating effects of oil spills 
Sewage, wastewater from toilets and medical facilities,
Bilge water leaks from engine and machinery spaces 
Impact of ballast water discharges on the marine environment.
Collisions with marine mammals, 

Environmental 

Cargo Shift
Cargo falling from height
Dust from working cargo
Turbulent Seas
Maintenance related injuries
Mooring Hazards
Fire 

Working

Owner

$

Mining tools

Tools

Tools

Tools

Tools

Human operator

Ra

Privacy
Digital security
Unpaid immaterial labour

Skils

Network engineers 
Network technicians
Management
Security

Setup
Maintenance
Management

Devices 
Tools
Cables
Buildings

Alexa skills store

Time 
Knowledge
Experience

Owners and investors

Management and administration

Web developers 

Programmers

Designers ( Web, UI, UX .. )

Network administrators 

Content producers ( users, editors, journalists )

PR & Marketing 

Free Labour (user labour, volunteers ,,)

...

Home border

Corporate border Corporate border Corporate border

Resource

Network engineers 
Network technicians
Management
Security

Setup
Maintenance
Management

Data Preparation and Labeling

Training 
datasets Facilities ( Offices, homes, edu.institutions ..)

Methods
Technology ( Software, hardware, infrastructure ..)

Unrecognized labour
Immaterial labour ( eg. user labour )
Unpaid crowdsourcing ( eg. ReCaptcha )

Unpaid or Low paid labour
Students, Volunteers, Interns (eg. TED talks translation volunteers )
Crowdworkers (eg. Amazon Mechanical Turk workers)
Outsourced services in developing countries

Professionals Science and engineering professionals (eg. research scientist )
Information and communications technology professionals (eg. developers )

Non-Human Labour Algorithms or other machine learning systems

Corporate border

Resource

Quantified nature - data

Labour

Quantification tools

Labour

Data as commodity

Data as means of control

Data in Science and Culture

Databanks

Databanks

Waste

E-Waste 

Waste

Waste collectors

Waste Bins

Waste 

Labour

Waste

E-Waste 

Shipping

Waste

E-Waste 

Cargo ships
Trucks
Trains
Cargo containers

Sailors / Drivers

Component2nd Hand
Product

Polyethene

PE

Polycarbonate

PC

PET

 Polyethylene 
terephthalate

Geological process

E-waste separation

Low-level radiation
Airborne metal and silica particles
Contact with corrosive chemicals
Dangerous gases, vapors, fumes and dusts
Heavy lifting, high-force pushing or pulling, 
Repetitive motion during use of hand tools
Contact with molten metal
Hot working conditions
Slips, trips and falls
Moving parts on machinery and equipment that 
can cut, crush, impale, or strike individuals
Noise and vibration due to machinery and 
equipment

Working 

Harmful waste products
toxic waste disposal

Environmental 

Ra

Acidic and Radioactive waste
Health and environmental hazards

Informal Workers
Waste pickers

Use of toxic materials such as arsine, 
phosphine and others potentially 
expose workers to health hazards 
which include cancer, miscarriages and 
birth defects.

Irritation of skin and respiratory organs

Neurotoxins

Low-frequency electronic magnetic and 
radiofrequency radiation

Ergonomic hazards : body positions, 
repetitive work, shift work, and job 
stress

Working 

Use of hazardous chemicals includ-
ing hydrochloric acid, toxic metals 
and gases, and volatile solvents.

Groundwater pollution
Air pollution 
Toxic waste

Environmental 

Toxic waste
Health hazards

Ra

Abandoned devices

ISP 4

ISP 3

ISP 2ISP 1

ISP 5

GPU

Processors

Servers

Routers

Home Wifi Routers

Amazon Echo Dot

Cables

Repeaters

Nature

Data exploitation

Quantification 
of nature

From Nature to Databanks

Smelters

Waste

E-Waste 

Tools
Machines
Facilities

Metal

Labour

Tools
Machines
Facilities

Plastic

Waste

Tools
Machines
Facilities

Waste

Component2nd Hand
Product

Metals

PVC

Plastic

Reuse

Informal  dismantlers

Waste

ComponentsMetals

PVC

Plastic
The hazardous substances found in the e-waste include 
substantial quantities of lead, cadmium, chromium and 
flame-retardant plastics. Cathode ray tubes and compo-
nents with high lead content are considered dangerous to 
health. Inhaling or handling such substances and being in 
contact with them on a regular basis can damage the 
brain, nervous system, lungs, kidneys and the reproductive 
system Working in poorly-ventilated enclosed areas with-
out masks and technical expertise results in exposure to 
dangerous and slow-poisoning chemicals. Due to lack of 
awareness, workers are risking their health and environ-
ment as well.

Working Hazards 

Toxic waste
Health hazards

Informal  dismantling

Informal  waste collection

Formal  collection and transportation

An anatomical case study of the Amazon echo as a artificial intelligence system made of human labor
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Privatization and exploitation of common resource (Earth)

Rare Earth elements Other used elemets
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Rare Earth Elements (REE) exploitation 

‘Since 1980, mining companies have produced four times the amount of 
many, if not all, rare metals compared to the amount they produced from 
the beginning of time until 1980.’ 

On average, a 21st century citizen uses ten times 
more minerals than one of the 20th century.

In a single Iphone there is about 75 
elements : two-thirds of the periodic table.
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There is 
more, much 
more
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Designing Machine Learning Solutions
Training Data

(Expected) Performance

Transparency and Explainability

Human-AI Interaction

Privacy

Trust
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